ALLIANT HEALTH PLANS, INC.

HIPAA BUSINESS ASSOCIATE AGREEMENT ADDENDUM

Alliant Health Plans, Inc. (the “Covered Entity”’) and Business Associate have previously
entered into a HIPAA Business Associate Agreement (the “BAA”) in conjunction with Business
Associate’s performance of certain related services or activities on behalf of the Covered Entity that
are subject to the requirements of the Health Insurance Portability and Accountability Act of 1996
(“HIPAA”), the Health Information Technology for Economic and Clinical Health Act in Public
Law 111-5 (the “HITECH Act”), and the regulations promulgated thereto (collectively, the “HIPAA
Regulations”), which include, as amended from time to time, (i) the privacy standards, requirements
and specifications promulgated by the Secretary at 45 C.F.R. Parts 160 and 164 subparts A and E (the
“Privacy Rule”), (ii) the security standards, requirements and specifications promulgated by the
Secretary at 45 C.F.R. Parts 160, 162 and 164 subparts A and C (the “Security Rule”), and (iii) the
breach notification standards, requirements and specifications enacted by Subtitle D of the HITECH
Act and promulgated by the Secretary at 45 C.F.R. Part 164 subpart D (the “Breach Notification
Rule).

This HIPAA Business Associate Agreement Addendum (“Addendum”) is designed to
update and implement provisions pursuant to the finalization of new and amended HIPAA
Regulations effective in 2013, and shall be attached to and become a part of the BAA, which shall
remain in effect as amended, until terminated in accordance with its terms. Unless otherwise
specified in this Addendum, the following provisions shall replace otherwise identical existing
provisions of the BAA in their entirety or shall be considered to be new provisions, as applicable. If
there is a conflict between the existing BAA and this Addendum, the provisions of this Addendum
shall control.

1. Definitions: The following capitalized terms shall replace or be in addition to existing
definitions in the BAA and shall have the meanings given below:

a. “Breach” shall mean the acquisition, access, use or disclosure of PHI in a manner not
permitted by the Privacy Rule that compromises the security or privacy of the PHI, as
defined and subject to the exceptions set forth in 45 C.F.R. § 164.402.

b. “Protected Health Information” or “PHI” shall have the same meaning as the term
“Protected Health Information” in 45 C.F.R. § 160.103, limited to the information
created, received, maintained or transmitted by Business Associate from or on behalf of
the Covered Entity.

c. “Security Incident” has the meaning as set forth in the Security Rule. Generally, a
Security Incident shall mean any attempted or successful unauthorized access, use,
disclosure, modification or destruction of information or system operations in an
electronic Information System.
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d. “Unsecured PHI” shall mean PHI that is not rendered unusable, unreadable, or
indecipherable to unauthorized individuals through the use of either the encryption
method or the destruction method, as defined in Department of Health and Human
Services (“HHS”) guidance published on April 27, 2009 (74 FR 19006) and modified by
guidance published on August 24, 2009 (74 FR 42740), as amended from time to time.
Unsecured PHI can include information in any form or medium, including electronic,
paper, or oral.

2. Prohibition on Unauthorized or Illegal Use or Disclosure of PHI: Business Associate agrees
to comply with its obligations as a business associate under HIPAA and acknowledges that
it is subject to, and agrees to comply with, HIPAA, the HITECH Act and all applicable
guidance and regulations issued in the past, present or future by the Secretary to implement
HIPAA and the HITECH Act, including, but not limited to, HIPAA Regulations and all
other Law. Business Associate will not act in any way to hinder, and will act in good faith
to assist the Covered Entity to comply with HIPAA, the HITECH Act, the HIPAA
Regulations and all other Law. Business Associate agrees to comply with applicable state
and federal Law relating to the confidentiality, security, privacy, and reporting or
notification of Breaches of health information. Business Associate shall not use or disclose
any PHI received from or on behalf of Covered Entity except as permitted or required by the
Agreement, as Required by Law, or as otherwise authorized in writing by Covered Entity.
In no event shall Business Associate use or disclose PHI in a manner that violates the
HIPAA Regulations as it if such use or disclosure were done by the Covered Entity, except
as required by Section 3 below. In no event shall Business Associate de-identify or use or
disclose any de-identified PHI.

3. Security Standards: Business Associate shall implement administrative, physical and
technical safeguards as defined by the HIPAA Security Rule for Electronic PHI (“EPHI™)
that it creates, receives, maintains or transmits on behalf of Covered Entity. Business
Associate shall ensure that any Subcontractor to whom it provides EPHI agrees to
implement reasonable and appropriate safeguards to protect it.

4. Reporting Obligations:

a. Upon discovery by Business Associate of a Breach of the security of Unsecured PHI or a
Security Incident, Business Associate shall notify Covered Entity in writing within
twenty-four hours of obtaining knowledge or awareness of such Breach or Security
Incident, even if Business Associate believes that the incident does not rise to the level
of a Breach. For the purposes of this subparagraph, Business Associate will be deemed
to have knowledge of such a Breach when, by exercising reasonable diligence, it would
have been known to the Business Associate. Business Associate shall cooperate in
good faith with Covered Entity in its compliance with, or at the instructions of
Covered Entity at its sole discretion, the security Breach Notification
requirements and obligations of Covered Entity set forth by Federal and State
laws. If Covered Entity elects to cause Business Associate, on behalf of Covered
Entity, to comply with, the security Breach Notification requirements and
obligations of Covered Entity set forth by Federal and State laws, Business
Associate shall promptly provide to Covered Entity evidence of such compliance,
including without limitation, copies of all written documents created, sent or

DAL 2218424v.1 09/2013



otherwise used for such compliance. Upon its discovery of the Breach or Security
Incident, Business Associate shall also immediately take all the following actions:

0] Prompt corrective action to mitigate any risks or damages involved with
the breach and to protect the operating environment.

(i) Investigate diligently such Security Incident, potential Breach or
unauthorized use or disclosure of PHI or Confidential data. Within three (3) business
days of the discovery, notify the Covered Entity of the identification of each
individual whose PHI has been, or is reasonably believed by the Business Associate
to have been accessed, acquired, or disclosed during the Security Incident, Breach or
unauthorized use or disclosure. Business Associate shall also provide

(1) What data elements were involved and the extent of the data involved
in the incident,

2 A reasonably detailed description of where the PHI is
believed to have been improperly transmitted, sent, or utilized,

3) Identify the individuals or entities that were believed to be
involved in the Breach, Security Incident or unauthorized use or disclosure;
and

4) A reasonably detailed description of what the Business
Associate is doing to mitigate losses and to protect against further Breaches.

b. Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is
known or reasonably should be expected to be known to Business Associate of a Use or
Disclosure of Protected Health Information by Business Associate in violation of the
requirements of this Agreement.

c. If Business Associate maintains the Protected Health Information in a secure manner as
defined by the regulations promulgated by the HHS and encrypted in accordance with
the minimal encryption standards approved by HHS, Business Associate shall notify
Covered Entity of the Breach, but the information will be processed and handled in
accordance with the HIPAA Regulations.

5. Subcontractors and Agents: If Business Associate provides any PHI which was received
from, or created for, Covered Entity to a subcontractor or agent of Business Associate, then
Business Associate shall require such subcontractor or agent of Business Associate to enter
into an agreement which imposes on such subcontractor or agent the same restrictions and
conditions as are imposed on Business Associate by this Agreement, makes Covered Entity
an express third party beneficiary thereof and permits Covered Entity to audit and inspect
the places of business and books and records of such subcontractor or agent to determine
such subcontractor’s or agent’s compliance with such agreement and the HIPAA
Regulations (a “Subcontractor BA Agreement”). The Business Associate shall deliver to
Covered Entity a copy of each Subcontract BA Agreement within five (5) business days of a
request for such information by Covered Entity.
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6. Tracking and Accounting of Disclosures: Business Associate agrees to document such
disclosures of PHI and information related to such disclosures as would be required for
Covered Entity to respond to an accounting of disclosures of PHI under the Privacy Rule.
Business Associate agrees to provide Covered Entity an accounting of the disclosures
required by the Privacy Rule, within thirty (30) days upon receipt of the request and in the
manner directed by the accounting requirements established by HIPAA Regulations, as
applicable.

7. Operations Insurance: During the term of this Agreement, Business Associate shall
continuously maintain in-force the types of general liability, errors and omissions or other
professional liability insurance required to be maintained by Business Associate under the
separate Service Agreement between Covered Entity and Business Associate.
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Language Assistance
Si usted, o alguien a quien usted estd ayudando, tiene preguntas acerca de Alliant Health Plans, tiene derecho a
obtener ayuda e informacion en su idioma sin costo alguno. Para hablar con un intérprete, Illame al (800) 811-4793.

Né&u quy vi, hay nguwdi ma quy vi dang giup d&, cé cau héi vé Alliant Health Plans, quy vi s& c6 quyén dwoc giup va cé
thém thong tin bing ngdn ng* cta minh mién phi. P& ndi chuyén véi mot thong dich vién, xin goi (800) 811-4793.
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mERE, :*I.;E'EﬁIEETn’:’:EbE’J%?%, FRAMR[HEASBMIE B BI& fEAlliant Health Plans | A EMIMEE, EHEMNBE LGN
ERIEMMAR, AR —MMER, FRES [THBAKT (800)811-4793,

) dd HYdl di 5184 Hee s3 e olold dH o u”l 5194 zﬂaoﬂzﬂu 3 AsHel o1 ol U Y 51] (A9 Ul €12 d)
dua Hee a4 ssdl A (A0 «)l w(@s2 9. d b{u (del du z”l HNYold Uy sﬂ ol RO eddNol [0dsRy
2,0l (el & wWE 5] o[6R ] U 514 51(800) 811-4793.

Si vous, ou quelqu'un que vous étes en train d’aider, a des questions a propos de Alliant Health Plans, vous avez
le droit d'obtenir de 1'aide et l'information dans votre langue a aucun colt. Pour parler a un interpréte, appelez
(800) 811-4793.

ACNPIMEI® ACNP P Pt TIANNT NAAlliant Health Plans®™f® hATUT PA 2190 N&PNE TRP ACSFT a°LE
P97 @®NF AATU= NAN+CAT, IC ATRYI7C7(800) 811-4793 L &M-frx:

gefeu® a1 319 TART FGTIAT HHY AT I8 HH Y gTHdd  Alliant Health Plans ® §R T UIYA ¢ , 1 3MUD
1y Ut Y191 & YW d A I1IdT 3R AT UIMUd H1 &1 HUfHR 8 | FHH fHT99T ¥ 919 S & af¥, (800)
811-4793 R HIf B |

Si oumenm oswa yon moun w ap ede gen kesyon konsénan Alliant Health Plans, se dwa w pou resevwa asistans
ak enfomasyon nan lang ou pale a, san ou pa gen pou peye pou sa. Pou pale avék yon entepret, rele nan (800)
811-4793.

Ecau y Bac UM J1Mja, KOTOPOMY Bbl IOMOTaeTe, UMelTCA Bonpochkl no noBoay Alliant Health Plans, To BEI
MMeeTe IPaBo Ha GecCNJaTHOe NMOJy4YeHUe NOMOIM U MHPOpMaAL MM Ha BaueM s3blKe. [l pasroBopa c
nepeBoJYMKOM NMO3BOHUTe no TesedoHy (800) 811-4793.

1o @iy dagd 15 Jass Uig oa @uslg 2o lustsds wgoasu= Alliant Health Plans « Gdasd 10z 8 G Ve oasd gdes 1dauslg 2
}‘datd)ﬁ‘ﬁ 1Ju= s s udt&d p0 250 gt @ Jes, dducéu et ez lagad @ (800) 811-4793.

Se vocé, ou alguém a quem vocé estd ajudando, tem perguntas sobre o Alliant Health Plans, vocé tem o direito
de obter ajuda e informa¢do em seu idioma e sem custos. Para falar com um intérprete, ligue para (800) 811-
4793.
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Falls Sie oder jemand, dem Sie helfen, Fragen zum Alliant Health Plans haben, haben Sie das Recht, kostenlose
Hilfe und Informationen in lhrer Sprache zu erhalten. Um mit einem Dolmetscher zu sprechen, rufen Sie bitte
die Nummer (800) 811-4793 an.

RN, FEIEBEEHEOHDOE Y DA TE Alliant Health Plans [CDW T ZEBEACE WELEL, CHFENDEE
THYR—+EZHY, BREAFLEZYTDHIENTEET, HEELIMYERA, BREBESNZEE
(800) 811-4793FE THEFEC =&,

Non-Discrimination

Alliant Health Plans does not discriminate on the basis of race, color, national origin, disability, age, sex, gender
identity, sexual orientation, or health status in the administration of the plan, including enrollment and benefit
determinations.

TTY/TDD

ATTENTION: If you speak Spanish, language assistance services, free of charge, are available to you. Call 1-(800)
811-4793 (TTY/TDD: 1-(800) 811-4793).



	AHP-BAA-Addendum-2013.pdf
	Taglines (last page) - Copy.pdf

